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Il Open Set Recognition

(1) Standard Multi—class Classification
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Il Open Set Recognition v,

Logit Vector = | V>

(1) Standard Multi—class Classification Vs
w2 HE| : (—o0,00)
Training images Classifier Model SoftMax Activation
_ f(X) 210] 9] + 10,1 True labels
Class 1: dog w2 BH C[0,1]
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—— Cross Entropy Loss
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Loss = — z tilog Si (x) *  S;(x):Softmax score of i — th class
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C : total number of classes
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Il Open Set Recognition

(1) Standard Multi—class Classification

Classifier Model
Testing image f(X)
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Il Open Set Recognition

(1) Standard Multi—class Classification

Classifier Model
Testing image f(X) Predicted label
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Il Open Set Recognition

(1) Standard Multi—class Classification

Trained Classifier Model
Unknown Image f(X)

exp(V1)

exp(V,)
2 exp(Vy)

exp(V3)
2k exp(Vy)

Standard Multi—class Classifier=

Zk exp(Vx)
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Il Open Set Recognition

(1) Standard Multi—class Classification

Trained Classifier Model
Unknown Image f(X)
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Il Open Set Recognition

(1) Standard Multi—class Classification

y* = argmax; P(y = j|x)
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Il Open Set Recognition

(1) Standard Multi—class Classification

8A ¢y = argmax; P(y = j|x)

Unknown Classes®/ Data=0/ 2= Classdj Lff2*

. n SoftMax Z47} T2 &2 Z10/2t= 713
o © 0. A A A Class3
SR B

s A
L4
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Il Open Set Recognition

(1) Standard Multi—class Classification

Trained Classifier Model
Unknown Image f(X)

exp(V1)
_SXPW) L P(Y = d = 0.02
%, g [T P = 209)
exp(V2)
S eV | » P(Y = cat) =0.01
Y _exp() | .
i . 5 exp(V) > P(Y = rabbit) = 0.97

Standard Multi—class Classifier= Unknown Class?2| Data0i| ol =2 =t =2
ot5ol Class & ofL2tdl K|=olCt *

* Nguyen, A., Yosinski, J., & Clune, J. (2015). Deep neural networks are easily fooled: High confidence predictions for unrecognizable images. In Proceedings of the IEEE conference on

computer vision and pattern recognition (pp. 427-436).
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Il Open Set Recognition

(1) Standard Multi—class Classification

o
Class 2
o
® o
o
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o
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SoftMax score =

exp(V3)
X exp (V)
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Il Open Set Recognition

Bl B Class1 1
Class 2 ;
o o A A
® o o o A A A » s
o Py AA A Class3
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Il Open Set Recognition

In—distribution M& && Out-distribution(Background Data) HH &&

5 XX
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Il Open Set Recognition

(2) Open Set Recognition with Extreme Value Theorem

In—distribution MY &£

M B Class1

AA A Class3

l

8t& = Classifier? 2™ ZA|0f
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Il Open Set Recognition

(2) Open Set Recognition with Extreme Value Theorem

In—-distribution M&E &
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Extreme Value Distribution
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Il Open Set Recognition

(2) Open Set Recognition with Extreme Value Theorem

Open Set Recognition in Deep Networks

REFERENCES
[ Open Set Recognition in Deep Networks_Z|4=.pdf

INFORMATION 720204 28212 (3 23 1AM~ © Daoista Az 2215

st @ uat

Mot

TOPIC Open Set Recognition in Deep Networks

OVERVIEW HIYTR| Deep NetworksMlM Classification/RecognitionOf] CHEH J7= Eats] F g
Networks= SHESTHH MM SHaElX| 22 HAE Ho[H7t E02E g5E Sd-F
st bl K] @2 HOlHE “unknown"2 2 Ql&lE == 2= Open Set Recognition2] H &t
MetworksH| 23t 220 Cfst 7HEMSE A48 0 A; L

—

Of 2fCh SR 2 7|E2] Closed Set 7|92 Deep
SILIETH 228 = G0 22 MojLdM s
= t

2l LHE 1 Open Set Recognition 2828 Deep

st AA2E2 20hE Ho[A YL

—

O

Ofgle =7
github.com/ICGY96/awesome_OpenSetRecognition_list

https:

http://dmaa.korea.ac.kr/activity/seminar/281
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Il Open Set Recognition
(3) Open Set Recognition with Background Data

Out-distribution(Background Data) HH &&
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Il Open Set Recognition
(3) Open Set Recognition with Background Data
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Il Open Set Recognition
(3) Open Set Recognition with Background Data

Out-distribution(Background Data) HH &&
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Il Open Set Recognition
(3) Open Set Recognition with Background Data

Out-distribution(Background Data) HH &&

a9ss 1
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Background Data—based Methods
(1) Reducing Network Agnostophobia

% 20184 NIPS(Neural Information Processing Systems) 0ff 2H = =2
% 20209 10 15¥ 7|& 493| o1&

Reducing Network Agnostophobia

Akshay Raj Dhamija, Manuel Giinther, and Terrance E. Boult
Vision and Security Technology Lab, University of Colorado Colorado Springs
{adhamija | mgunther | tboult} @ vast.uccs.edu

Abstract

Agnostophobia, the fear of the unknown, can be experienced by deep learning
engineers while applying their networks to real-world applications. Unfortunately,
network behavior is not well defined for inputs far from a networks training set. In
an uncontrolled environment, networks face many instances that are not of interest
to them and have to be rejected in order to avoid a false positive. This problem
has previously been tackled by researchers by either a) thresholding softmax,
which by construction cannot return none of the known classes, or b) using an
additional background or garbage class. In this paper, we show that both of these
approaches help, but are generally insufficient when previously unseen classes are
encountered. We also introduce a new evaluation metric that focuses on comparing
the performance of multiple approaches in scenarios where such unseen classes
or unknowns are encountered. Our major contributions are simple yet effective
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Jll Background Data-based Methods
(1) Reducing Network Agnostophobia

% Main idea
« Target Train Data : 220| &&35H0F & &t&5Class?| Data (Known Known Classes)
« Target Test Data : st&E 2&0| 2F610f & &t&Class?| Data (Unknown Known Classes)
* Unknown Classes®| &gl : 20| et5¢t Class 29| 2= Class Data?| &gt
st & 211 U= Data (Known Unknown Classes)

« Background Data : Unknown Classes?| &gt & &
« Unknown Data : Unknown Classes?| &gt & BOl| £5tX| &= LHHX| Data (Unknown Unknown Classes)

Class
E Known Unknown Unknown Unknown
Q
_F‘ The data you want to The analyses and
[ track but can't experiments you can
2 currently do when data from
multiple sources is
combined in one place
Known Known Unknown Known
The data you are How much of your
currently tracking traffic is real
c
s
[=]
c
- 4

Data Known s Unknown
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Jll Background Data-based Methods
(1) Reducing Network Agnostophobia

Class

Known Classes

Target Train
Data

Known Known

The data you are
currently tracking

Known messsssssssssss) Unknown

Data Known ) Unknown

: =& El Dataz 20| ek50olj0f g ef& Class?| Data
(Standard Multi—class Classification TaskOj|A] &k&Data)
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Jll Background Data-based Methods
(1) Reducing Network Agnostophobia

Class

Known Classes
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Data
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Jll Background Data-based Methods
(1) Reducing Network Agnostophobia

Class

Known Classes

Target Train =~ Train
Data
Known Known Unknown Known
The data you are How much of your
currently tracking traffic is real

Target Test Data  — Test

] |
Known messsssssssssss) Unknown

—

Data Known ) Unknown

2BtXO1 Classification Task0|A= =& Target Train Data=
DHS ot5ol A0 = S0{S Target Test DataE EFotC
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Jll Background Data-based Methods
(1) Reducing Network Agnostophobia

% Open Set Recognition Class

Known Classes Unknown Classes unknown Unknown
The analyses and
experiments you can
do when data from
multiple sources is

Target Train combined in one place

Data

Target Test Data Unknown Data

Known messsssssssssss) Unknown

Data Known ) Unknown

D R X] o4t BEIO| sk&ot Classes?t OtH 2= Data
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Jll Background Data-based Methods
(1) Reducing Network Agnostophobia

% Open Set Recognition Class

Known Classes Unknown Classes Unknown Unknown
The analyses and
experiments you can
do when data from
multiple sources is

Target Train — Train combined in one place

Data

Target Test Data  — Test Unknown Data - Test

] |
]
Known messsssssssssss) Unknown

— —

Data Known ) Unknown

Open Set Recognition2| Task= Unknown DataE
st&ClassesZ QLEROHK| %10 B2 & Class2 TS 4= QU0{0}

o
0
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Jll Background Data-based Methods
(1) Reducing Network Agnostophobia

< Main idea

Known Classes Unknown Classes

Target Train Background Data
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Target Test Data Unknown Data
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Jll Background Data-based Methods
(1) Reducing Network Agnostophobia

X/

< Main idea
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Jll Background Data-based Methods
(1) Reducing Network Agnostophobia

<+ ==0lM ALZ et Data 201

Known Classes Unknown Classes
Target Train =~ Train Background Data = Train
Data
Target Test Data — Test Unknown Data - Test
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Jll Background Data-based Methods
(1) Reducing Network Agnostophobia

<+ ==0lM ALZ et Data 201

Known Classes Unknown Classes
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Background Data = Train

] AR NND
M\ QD WY ~wD
N~ YLDy
NNt WN~D
N AR UNND
o~ hwiN~O
wNenheWW,~0Q
LN LCPR—mO
P I SO N-Q
pxw vl N -0
YN W &=
LN ehsWPYNhN——0

Unknown Data - Test

06000
RN
2222
2333
H #M Y
S a&F s
66064
7737
P83

a4 d N0
A SN SN LEWNDLDULD
PN RN Ly =~D

MNIST Data

Data Mining d
e ®® Quality Analytics .




Jll Background Data-based Methods
(1) Reducing Network Agnostophobia

<+ ==0lM ALZ et Data 201

Known Classes Unknown Classes

iy

Background Data = Train

Unknown Data - Test

| dla E.
MNIST Dat \j' ...

Devanagari Data

NN WN~D
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Jll Background Data-based Methods
(1) Reducing Network Agnostophobia

< =20|A AEE Data A7M .
Known Classes Unknown Classes
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IANVVZALZPL)V P2 70NN D7) Background Data  (— Tfain
2327223227 22222J)12242 EMNIST Data
P R
¥ 2 '
S FsrCISsssESsSyS5S58S .....
6 666OLEELLHGCHEECELLOLEEL L .-...
72723%192777121777273N177
FPS3FFIFEIRPUBRIEELER Unknown Data = Test iR ui@iwlslf
; I\/INIgT_Data _ E.
\\///”lluﬁl
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(1) Reducing Network Agnostophobia

<+ ==0lM ALZ et Data 201
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Jll Background Data-based Methods
(1) Reducing Network Agnostophobia

s SoftMax

Classifier Model True labels
Train Data PV-ClassT) | s | p—T 1
- P(Y=Class2) | +«—> ___NCIa;s1I 4 1|
P(Y=Class3) | «— ___ Class2 0
Target Train — Train = gu
Data . | | Class3 | 0
P(Y=Class9) | «— | | |-
P(Y=Class10) | +—> ] | Class9 0
___ Class10 | O
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Jll Background Data-based Methods
(1) Reducing Network Agnostophobia

s SoftMax

Test Data Trained Classifier Model Predicted label

f(X)

P(Y=Class1) «—> Class1 1

P(Y=Class2) | «——> Class2 0

Target Test Data — Test —

......... P(Y:CIGSSS) —> Class3 0

Class9 0

Unknown Data — Jest == EER P(Y=Class9)

P(Y=Class10) | +—> Class10 | O
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Known Classes Unknown Classes

Jll Background Data-based Methods :

Target Train data = Train

(1) Reducing Network Agnostophobia

s SoftMax

Target Testdata  — Test Unknown data Test

LENET++ network2 H|AE DataE 2Xt3 E& S7H0]| EASI0H A|2tst

AHO| Ofl CHE MAOZ HHE M : Test Target Data (MNIST Data)
A2 M A Unknown Data (Devanagari Data)
« HM: SoftMax H=7t 0|2 Class2t 5ot Class G4
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Jll Background Data-based Methods
(1) Reducing Network Agnostophobia

/

¢ Background

Train Data Classifier Model True labels
FC0) ——L
— P(Y:C|ass1) <+“—> || —d 4 i' |
gn Class1 1
P(Y=Class2) «—> ||
Target Train — Train RS b — Class? 0
Data g . U A P(Y=Class3) | «— [
—l g | Class3 0
J 0 RS L SR VLY S W o |
[ ] _-—
— ° | —
: """ . i P(Y=Class9) | «— || | |
Background Data = Train (Y=Class9) ||
Class9 0
P(Y=Class10) | +— |
- B ]| Class10 0
P(Y=Background) |+— - E
|| Background | O
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(1) Reducing Network Agnostophobia

/

Test Data

Target Test Data

Unknown Data

Data Mining
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~ f(X)

¢ Background

Trained Classifier Model

— Test

— Test

Predicted label

P(Y=Class1)
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Class10 0
Background | O




Jll Background Data-based Methods
(1) Reducing Network Agnostophobia

¢ Background

Data Mining
obh Quallity Analytics
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Known Classes Unknown Classes

— —

Target Train data — Train Background data = Train

- =

Target Test data =~ Test Unknown data ~ Test

S S0 Eafot0] AlZte}

=| M : Test Target Data (MNIST Data)
M & : Unknown Data (Devanagari Data)
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Jll Background Data-based Methods
(1) Reducing Network Agnostophobia

% Entropic Open-Set Loss

— Cross Entropy Loss

¢ C : total number of classes

Loss = — Z tilogsi(x) *  S;(x):Softmax score of i — th class

t; : true label of i — th class

< b :

i=1

—— Entropic Open-Set Loss T—
r | . [~
—logSc(x)  if x € Dyargettrain iS from class ¢ = _
C
Loss=<{ 1 , -
_Ez logS;(x) ifxe€ Dpackground \
\ (=1 Background data = Train

C : total number of classes
Si(x) : Softmax score of i — th class ‘ ~
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Jll Background Data-based Methods
(1) Reducing Network Agnostophobia

% Entropic Open-Set Loss
— Entropic Open-Set Loss

= Train

/y Target Train data
—log S.(x) if X € Degrgettrain LS from class c .

Loss = <

C
1 .
—EzlogSi(x) lfx € Dbackground \
i=1

Background data ¢ Train

\

C : total number of classes
Si(x) : Softmax score of i — th class

Lemma 1. For an input x € D;, the loss Jg(x) is minimized when all softmax responses S.(x) are
equal: Ve € C: S.(x) = S = &.

Lemma 2. When the logit values are equal, the loss Jg(x) is minimized.

Data Mining -~

KLY Quality Analytics ' h—q
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Jll Background Data-based Methods
(1) Reducing Network Agnostophobia

% Objectosphere Loss T - -
. /> arget Train data = Train
— Objectosphere Loss

max(¢ — ||F(x)||,0)2 if x € Diargettrain ]

||F(x)||2 if x € Dbackground \
Background data = Train

—

LOSSObjectosphere = LOSSEntropic + 4

* F(x):deep feature vector that feeds into the logit layer

Theorem 1. For networks whose logit layer does not have bias terms, and for v € D, the loss Jg(x)
is minimized when the deep feature vector F'(x) that feeds into the logit layer is the zero vector, at

which point the softmax responses S.(x) are equal: Yc € C : S.(x) = S = % and the entropy of
softmax and the deep feature is maximized.

Theorem 2. For networks whose logit layer does not have bias terms, given an known unknown
input © € D;, the loss Jr(x) is minimized if and only if the deep feature vector F' = 0, which in turn
ensures the softmax responses S.(x) are equal: Yc € C : S.(x) = S = é and maximizes entropy.
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Jll Background Data-based Methods
(1) Reducing Network Agnostophobia

% Objectosphere Loss

Train Data Classifier Model True labels
o a1

P(Y=Class1) «—> | |
— oo o

P(Y=Class2) «—> Class1 1

Target Train — Train s
Data P(Y=Class3) | «— | | Class?2 0
| | Class3 0

P(Y=Class9) «—> ||

Background Data = Train

P(Y=Class10) | «—> | | Class9 0

- 1| Class10 | 0
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Jll Background Data-based Methods
(1) Reducing Network Agnostophobia

% Objectosphere Loss

Test Data Trained Classifier Model Predicted label

f(X)

P(Y=Class1) «—> Class1 1

P(Y=Class2) | «——> Class2 0

Target Test Data — Test —

......... P(Y:CIGSSS) —> Class3 0

Class9 0

Unknown Data — Jest == EER P(Y=Class9)

P(Y=Class10) | +—> Class10 | O
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Jll Background Data-based Methods
(1) Reducing Network Agnostophobia

% Objectosphere Loss

Unknown Data

IS53& 7
/NG T
S q U2 or

A THTLE
EREALACE

Data Mining d
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Trained Classifier Model

P(Y=Class1) =0.10

P(Y=Class2) = 0.09

P(Y=Class3) = 0.11

P(Y=Class9) = 0.10

P(Y=Class10) = 0.08

reject

reject

reject

reject

reject




Known Classes Unknown Classes

Jll Background Data-based Methods - :

Target Train data — Train Background data = Train

(1) Reducing Network Agnostophobia

- =

% Objectosphere Loss

Target Test data =~ Test Unknown data ~ Test

....... -

LENET++ network2 H|AE DataE 2Xt3 E& S7H0]| EASI0H A|2tst

AHO| Ofl CHE MAOZ HHE M : Test Target Data (MNIST Data)
A2 M A Unknown Data (Devanagari Data)
« HM: SoftMax H=7t 0|2 Class2t 5ot Class G4
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Experiment Unlmowns Algorithm CCR.M FFR “.f
D.| 8 10 | 1073 | 10-2| 10!
Softmax 0.0 0.0 [ 00777 | 0.9007
Devanagri Background 0.0 | 04402 | 0.7527 | 0.9313
10032 Entropic Open-Set | 0.7142 | 0.8746 | 0.9580 | (0.9788
LeNet++ Objectosphere 0.7350 | 0.9108 | 0.9658 | (.9791
Architecture Softmax 0.0 ] 03397 | 04954 | (L8288
Trained with NotMNIST Background 0.3806 | 0.7179 | 0.9068 | 0.9624
MNIST digits as 18724 Entropic Open-Set | (L4201 | 0.8578 | 0.9515 | 0.9780
D and NIST Objectosphere 0.512 | 0.8965 | 0,9563 | 09773
Letters as I, Softmax 07684 | 08617 | 09288 | 09641
CIFAR10 Background 0.8232 | 09546 | 09726 | 0973
10000 Entropic Open-Set | 0.973 | 0.9787 | 0.9804 | 0.9806
Objectosphere 0.9656 | 09735 | 0.9785 | 0.9794
Softmax 0.1924 | 0.2949 | 0.4599 | 0.6473
ResNet-18 ) Background 0.2012 | 0.3022 | 0.4803 | 0.6981
Architecture SVHN Entropic Open-Set | 0.1071 | 0.2338 | 0.4277 | 0.6214
Trained with 26032 Objectosphere | 0.1862 | 0.3387 | 0.5074 | 0.6886
CIFAR-10 Scaled Objecto 0.2547 | 0.3896 | 0.5454 | 0.7013
Classes as D, and Softmax N/A | 0.0706 | 0.2339 | 0.5139
Subset of CIFAR-100 Background N/A | 0.1598 | 03429 | 0.6049
CIFAR-100 as Dy, Suhset Entropic Open-Set N/A | 0.1776 | 0.3501 | 0.5855
4500 Objectosphere N/A | 01866 | 0.3595 | 0.6345
Scaled Objecto N/A | 0.2584 | 0.4334 | 0.6647

FPR : Unknown Data SUAM 2&O0| Target Class2td! 0|=&t H|E

Fall-out(FPR) =

TN

FP

+ FP
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(2) Training Confidence—calibrated Classifiers for Detecting Out—of-Distribution Samples
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TRAINING CONFIDENCE-CALIBRATED CLASSIFIERS
FOR DETECTING OUT-OF-DISTRIBUTION SAMPLES

Kimin Lee” Honglak Lee’ ' Kibok Lee' Jinwoo Shin®
“Korea Advanced Institute of Science and Technology, Daejeon, Korea
‘University of Michigan, Ann Arbor, MI 48109

‘Google Brain, Mountain View, CA 94043

ABSTRACT

The problem of detecting whether a test sample is from in-distribution (i.e., train-
ing distribution by a classifier) or out-of-distribution sufficiently different from it
arises in many real-world machine learning applications. However, the state-of-art
deep neural networks are known to be highly overconfident in their predictions,
i.e., do not distinguish in- and out-of-distributions. Recently, to handle this is-
sue, several threshold-based detectors have been proposed given pre-trained neu-
ral classifiers. However, the performance of prior works highly depends on how
to train the classifiers since they only focus on improving inference procedures.
In this paper, we develop a novel training method for classifiers so that such in-
ference algorithms can work better. In particular, we suggest two additional terms
added to the original loss (e.g., cross entropy). The first one forces samples from
out-of-distribution less confident by the classifier and the second one is for (im-
plicitly) generating most effective training samples for the first one. In essence,
our method jointly trains both classification and generative neural networks for
out-of-distribution. We demonstrate its effectiveness using deep convolutional
neural networks on various popular image datasets.
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(2) Training Confidence—calibrated Classifiers for Detecting Out—of-Distribution Samples

+* Confidence Loss

—  Confidence Loss

Uniform distribution
17

min Ep, 5[ —1og Po (y = UIX) | + BEp,,. 0 [KL (U (y) || Po (ylx))]

Data from in-distribution Data from out-of-distribution

| \

Background data  ¢= Train
Target Train data = Train
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(2) Training Confidence—calibrated Classifiers for Detecting Out—of-Distribution Samples

+* Confidence Loss

—  Confidence Loss

Uniform distribution
17

min Ep, 5[ —1og Po (y = UIX) | + BEp,,. 0 [KL (U (y) || Po (ylx))]

Data from in-distribution Data from out-of-distribution

il}e

Background Data0i| Cigt 29| SoftMax %7t Uniform Distributiong 2 Z &t

Entropic Open—-Set Loss

—log S.(x) if X € Diargettrain 1S from class ¢
C
Loss = 1
_Ez log S; (x) if x € Dbackground
i=1

Se(z) are equal: Ye € C : S.(x) = S = L and maximizes entropy.
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(2) Training Confidence—calibrated Classifiers for Detecting Out—of-Distribution Samples

L)

% Background Data

« Class 0 « Class 0
s Class 1 « Class 1
|
xf: * % ‘e *7: 8::? I [- [0,0.2) [0.208) I [08,1) ] : gif.ii? (B [002) [(02,08) @ [08,1) ] i
(a) (b) (¢) (d)
*(a): Target Train Data (II2tA | wt7tA) OF Background Data (X2A) € J2l1} 20| MX5HH,
‘(b): 2 s& 0|F A™ AA|(A™EAM)7t 1t 20|, Target Test Data 22t SUSHA| LIEILIX| 48,

*(c): [I2tM Background DataE 121} 20| Target Train DataOll Z|Ci&t WX St Datas AtE6HH

o(d): ZRO| AY AH(HMM)ZE Target Test Data 2Lt UX|SITE & 4 UL

E_I_MI:I-
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(2) Training Confidence—calibrated Classifiers for Detecting Out—of-Distribution Samples

Target Train data \
* st HI0|E (C) - -
Classifier

+ Network
Random » » GeneratorS Soll M4t G|0|E (B)
noise

$
sk 0|0 (C) » » “GAN loss”

» “Confidence loss”

Background data
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(2) Training Confidence—calibrated Classifiers for Detecting Out—of-Distribution Samples

< New GAN Loss
——  New GAN Loss

Need trained Pg(y|x)

112_11 max ,i'J}kEP{_,{x] KLU (y) || {Po (yx)) ]

&

@
+Ep,(x)[log D (%) ] +Epg ) [log (1 - D (x)) ]

Bl

(b}

=LA
OI-E-

« (a): GANO| M4M3t= Data(Background Data)0i| LSt SoftMax H4=7} Uniform distributiong (2L E S

« (b): GANO| MAM3I= DataZl 7|& Data®} H|xol X|E2 A DElS 515 (GAN Loss)
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(2) Training Confidence—calibrated Classifiers for Detecting Out—of-Distribution Samples

«» Joint Confidence loss

— Joint Confidence loss

11{1111 max 111:}11 Ep, x5 | —logPs(y =7|X) | +BEp.x) KLU (y) || Po(y|x))]

T

(c) (d)
jEp_:_{i) [l{:gD {i}] + Ep,(x) [lt}g (1—-D (xj}].

-

L

()

Classifier NetworkZt GAN Networks HZO0} 7HH st

O
j>

« Classifier Network 8t& Al GAN Network 2™ - (c) + (d) AME.

* GAN Network & A| Classifier Network 1™ =) (d) + (e) AF2.
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(2) Training Confidence—calibrated Classifiers for Detecting Out—of-Distribution Samples

. Cross entropy lass D Confidence loss (samples from original GAN) . Joint confidence loss D Confidence loss (CIFAR-10) |
100 Qut-of-distribution: CIFAR-10 100 Qut-of-distribution: TinylmageNet 100 Qut-of-distribution: LSUN
90+ 90+ 90+
80 . : 80 804~
40+ 40+
TNR AUROC Detection TNR AURQC Detection TNR AUROC Detection
at TPR 95% accuracy at TPR 95% accuracy at TPR 95% accuracy
(a) In-distribution: SVHN
| . Cross entropy loss D Confidence loss (samples from original GAN) . Joint confidence loss G Confidence loss (SVHN)
Out-of-distribution: SVHN 100 Out-of-distribution: TinylmageNet 100 Out-of-distribution: LSUN
80 80+
50-_ 50 -
30_ < T T ——
20-_ 20
10 104
0 0-
TNR AUROC Detection TNR AUROC Detection TNR AUROC Detection
TPR 95% accuracy at TPR 95% accuracy at TPR 95% accuracy

(b) In-distribution: CIFAR-10
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DEEP ANOMALY DETECTION WITH
OUTLIER EXPOSURE

Dan Hendrycks Mantas Mazeika Thomas Dietterich

University of California, Berkeley University of Chicago Oregon State University

hendrycksi@berkeley.adu mantas@ttic.edu tgdloregonstate. edu
ABSTRACT

It 15 important to detect anomalous inputs when deploying machine learning
systems. The use of larger and more complex inputs in deep learning magnifies
the difficulty of distinguishing between anomalous and in-distribution examples.
Al the same time, diverse image and text data are available in enormous quanli[it\
We propose leveraging these data to improve deep anomaly detection by training
anomaly detectors against an auxiliary dataset of outliers, an approach we call
Outlier Exposure {OE). This enables anomaly detectors to generalize and detect
unseen anomalies. In extensive experiments on natural language processing and
small- and large-scale vision tasks, we find that Outlier Exposure significantly
improves detection performance. We also observe that cutting-edge generative
models trained on CIFAR-10 may assign higher likelihoods o SVHN images
than to CIFAR- 10 images: we use OE o mitigate this issue. We also analyze the
fexibility and robustness of Outlier Exposure, and identily characteristics of the
auxiliary dataset that improve performance.
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(3) Deep Anomaly Detection with Outlier Exposure
ition Y112|S2| MEIHOI of
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